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Full-system emulation
● Jetset (USENIX 2021)
● FirmAE (ACSAC 2020)
● Pretender (USENIX 2019)
● …etc
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Stdout:
..
“can't bind to any 
address”
Exit 2

Stderr:
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[GreenHouseQEM
U] IP: 192.168.1.1
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<html><head>
</head><body>
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NVRAM:
http_passwd=
Unknown
http_username=
Unknown

Missing targets:
{'/var/run’, 
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‘/etc/TZ’, ..}
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connect: No such 
file or directory
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failed.
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failed
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Connect

Interact

Runner

Fixer

Checker
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Stdout:
..
connect: No such 
file or directory
..
webs: Listening 
for HTTP requests 
at address 
120.10.128.64
..
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> Evaluation
● Dataset: 7,140 firmware images from 9 well-known manufacturers

● Automatically rehosted 2,841 HTTP firmware services 

● Rehosted firmware is of sufficient fidelity for dynamic analysis

○ Routersploit replayed 717 web-based N-day attacks

○ Found 18,599 crashes across 733 binaries with AFL++

○ 358 crashes -> 26 zero-day vulnerabilities
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● Dataset: 7,140 firmware images from 9 well-known manufacturers

● Rehosted Services:

○ HTTP: 2,841

○ UPnP: 1,822

○ DNS: 1,650

Evaluation
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Greenhouse

FirmAE

Greenhouse ∩ FirmAE 

1,578
(22.1%)

1,268
(17.8%)

1,140
(15.9%)
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Greenhouse ∪ FirmAE

3,986
(55.8%)
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https://github.com/sefcom/Greenhouse

Hui Jun Tay (capysix)

htay2@asu.edu

Thank you!
Q & A

>
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